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本日の内容

• データ利活用における出力プライバシー
• 統計開示抑制と安全性ルール
• 統計表の表セル秘匿処理とマッチング攻撃
• 今後の方向性

2



秘密計算による入力プライバシー保護

入力データ

x1

x2

x10

Sum関数
x! + x" +⋯+ 𝑥#

入力データ
の推測

STOP

計算プロセス
の観察

入力
プライバシー
保護

公開されるのは
関数の出力値のみ

• 入力データの機密性を保証しつつ関数𝑓(𝑥)を計算
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もしデータ提供者が二人だったら。。
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Sum関数

x1

x2

x2の導出

x1 + x2

出力データから入力データの
推定を防ぐ「出力プライバシー」
の保証が別途必要



統計開示制御 (Statistical Disclosure Control)
による出力プライバシー保護

• 統計量の開示から入力データが推定されるリ
スクを抑制する方法論

• 公開するデータを修正、削除することで、統
計開示のリスクを減少させる

• しかし公開するデータをあまり劣化させると、
データが活用できない

–一般には機密情報の保護を拘束条件として、情
報の有用性の最大化を目指す最適化問題として
定式化される
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客体１０の原則
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Sum関数

x1

x2

X10を
推定
したい

とする

x10

x! + x" +⋯+ 𝑥!$

• 10個以上入力値があれば共謀は困難

x9

９人の共謀
が必要



x２

占有性の原則
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Sum関数

x1

x10

x2を合計値𝑆で近似
できてしまう

• 入力データが多数あっても、一つの入力値が突出
しておおきくてはいけない（例：70％以上）

S = x! + x" +⋯+ 𝑥!#x2



統計表の統計開示抑制

• 統計表は最も基本的な記述統計
• 国が行う公的調査から多くの統計表が一般
に公開されている

• 表の各セル値に
Ø最小度数ルール

Ø占有性ルール

を適用し、安全性を確認



外部者による攻撃
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P1 P2 P3 P4 P5 合計

M1 20 15 30 20 10 95

M2 72 20 1 30 10 133

M3 38 38 15 40 2 133

合計 130 73 46 90 22 361

P1 P2 P3 P4 P5 合計

M1 360 450 720 400 360 2290

M2 1440 540 22 570 320 2892

M3 722 1178 375 800 363 3438

合計 2522 2168 1117 1770 1043 8620

集計表

度数分布表

職種

地
域

収入の合計



内部者（調査対象者）による攻撃
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P1 P2 P3 P4 P5 合計

M1 20 15 30 20 10 95

M2 72 20 1 30 10 133

M3 38 38 15 40 2 133

合計 130 73 46 90 22 361

P1 P2 P3 P4 P5 合計

M1 360 450 720 400 360 2290

M2 1440 540 22 570 320 2892

M3 722 1178 375 800 363 3438

合計 2522 2168 1117 1770 1043 8620

集計表

度数分布表

職種

地
域

収入の合計

自分の属性
は知っている

自分の収入を引けば
もう一人の収入が分かる



表の各セルに最小度数ルール、
占有性ルールを適用

P1 P2 P3 合計

M1 20 24 28 72

M2 38 38 40 116

M3 40 39 42 121

合計 98 101 110 309

行計、列計の関係式から値が復元されてしまう
のを防ぐためには２次秘匿が必要
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集計表

P1 P2 P3 合計

M1 20 24 28 72

M2 38 38 NA 116

M3 40 39 42 121

合計 98 101 110 309

１次
秘匿

P1 P2 P3 合計

M1 NA 24 NA 72

M2 NA 38 NA 116

M3 40 39 42 121

合計 98 101 110 309

２次秘匿

占有性ルール
を侵害

NA (Not Available)



この秘匿処理は安全か？
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B1 B2 B3 B4 計

A1 7 10 60 13 90

A2 11 60 12 60 143

A3 60 11 60 12 143

A4 14 60 13 60 147

計 92 141 145 145 523

B1 B2 B3 B4 計

A1 x1 x2 60 x3 90

A2 x4 60 x5 60 143

A3 60 x6 60 x7 143

A4 x8 60 x9 60 147

計 92 141 145 145 523



x1は特定される
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x1 + x2 + x3 = 30
x2 + x6 = 21

x3 + x7 = 25

x1 - - x6 – x7   = -16

-

x6 + x7 = 23

x1 = 7

+



行計、列計の関係式から
秘匿セルの値が復元される

• r行c列の表には (r+c)個の線形制約条件が存在
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Statistical disclosure control in tabular data 5

Note that, in theory, the only safe way for protecting all the tables from a mi-
crofile, is to jointly protect them as a single linked table. Unfortunately, in many
cases the size of the resulting table would be excessive for current LP or MILP
technology.

2.2 Modelling tables

Since linked tables are the more general case, a model for them is valid for all types
of tables. However we will exploit the particular structure of two-dimensional, three-
dimensional and 1H2D tables.

2.2.1 Two-dimensional tables

A two-dimensional table of r+ 1 rows and c+ 1 columns as that of Figure 5 is
modeled by the following constraints.

c

∑
j=1

ai j = ai(c+1) i= 1, . . . ,r

r

∑
i=1

ai j = a(r+1) j j = 1, . . . ,c.
(1)

Constraints (1) can be represented by the bipartite network of Figure 6. This al-
lows the application of efficient network optimization algorithms, such as those for
minimum-cost network flows, or shortest-paths [1]. This fact was originally noticed
in [2], and it has been extensively used in other works [4, 5, 6, 9, 14, 23, 29].

Fig. 5 General two-
dimensional table.

a11 . . . a1c a1(c+1)
. . . . . . . . . . . .
ar1 . . . arc ar(c+1)
a(r+1)1 . . . a(r+1)c a(r+1)(c+1)

2.2.2 Three-dimensional tables

The linear constraints of a three-dimensional table of r+1 rows, c+1 columns and
l+1 levels (levels refer to categories of third variable) are

cX

j=1

aij = ai(c+1) i = 1, . . . , r

cX

i=1

aij = a(r+1)j j = 1, . . . , c

安全性の検証には線形計画法の問題を解く必要がある



秘匿セルの取りうる値の範囲が
十分広いことが安全性の要件

• 秘匿セル変数の可能範囲（秘匿インターバル）の幅wの長さが
しきい値 t （度数分布表では１０）以上であること
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P1 P2 P3 合計

M1 x11 24 x13 72

M2 x21 38 x23 116

M3 40 39 42 121

合計 98 101 110 309

Statistical disclosure control in tabular data 11

4.2 Cell suppression

Given a set of sensitive cells to be protected (named primary cells), the cell suppres-
sion method removes them, and an additional set of cells named secondary cells to
guarantee that the value of primary cells can not be disclosed. The purpose of the
cell suppression problem (CSP) is to find the set of secondary cells that minimize
some information loss criteria. Figure 10 shows an example of a two-dimensional
table with only one primary cell in boldface; removing this cell is not enough, since
its value can be retrieved from marginals, thus forcing the suppression of three ad-
ditional complementary cells.

Fig. 10 Original table with
primary cell in boldface, and
protected table after suppres-
sion of three secondary cells.

Original table
P1 P2 P3 TOTAL

M1 20 24 28 72
M2 38 38 40 116
M3 40 39 42 121

TOTAL 98 101 110 309

Protected table
P1 P2 P3 TOTAL

M1 24 72
M2 38 116
M3 40 39 42 121

TOTAL 98 101 110 309

From the protected table of Figure 10, any attacker may deduce a lower and upper
bound for the primary cell. Indeed, considering variables x11, x13, x21, x23 for the
primary and secondary cells, a lower bound a23 and an upper bound a23 for the
primary cell can be obtained by solving

a23 =min x23
subjectto x11+ x13 = 72−24

x21+ x23 = 116−38
x11+ x21 = 98−40
x13+ x23 = 110−42
(x11,x13,x21,x23) ≥ 0

and

a23 =max x23
subjectto x11+ x13 = 72−24

x21+ x23 = 116−38
x11+ x21 = 98−40
x13+ x23 = 110−42
(x11,x13,x21,x23) ≥ 0.

(8)

The solutions to (8) are a23 = 20 and a23 = 68. If, for instance, lower and upper
protection levels of l pl = upl = 10 were imposed (i.e., the protection pattern must
guarantee that no attacker can deduce a value of the sensitive cell within the range
[40− l pl,40+upl] = [30,50]), then this cell would be protected by this suppression
pattern since a23 = 20< 30 and a23 = 68> 50.
The above example illustrated the basics of CSP. A general formulation is now

provided. Any instance of CSP is defined by the following parameters:
• A general table ai, i= 1, . . . ,n, with m linear relations Aa = b, a = (a1, . . . ,an)T
being the vector of cell values.

• Upper and lower bounds u and l for the cell values, which are assumed to be
known by any attacker: l ≤ a≤ u (e.g., l = 0, u= +∞ for a positive table).

• Vector of nonnegative weights associated to the cell suppressions wi, i= 1, . . . ,n.
If wi = 1 the number of cells is minimized; if wi = ai the value suppressed is
minimized.

1. 最小値問題 2. 最大値問題

拘束条件:

秘匿インターバル w = max x23 – min x23 =  68 – 20 = 48 > 10

拘束条件:



• 秘匿パターン

• 目的関数: 秘匿セル数

• 拘束条件：各１次秘匿セル値の機密性保護

表セル秘匿問題
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yi 2 {0, 1} i = 1, . . . , n

10 NA
5 80

(0,1,0,0)

nX

i=1

yi 最小化を目指す



秘匿インターバルの要件
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上限値下限値

秘匿
インターバル

セル値

秘匿インターバル幅のしきい値 δ

aijxij xij

秘匿インターバルの幅 w = xij � xij > �

行計、列計の線形式を満足する値の範囲



Benders分割アルゴリズムによる
効率的な実装

• 主問題と部分問題に分割
– 主問題：秘匿パターンの最適化
– 部分問題：各秘匿セルの拘束条件のチェック

• 最適化問題はNP困難であるが、大部分の表データを効率
的に実行

• アルゴリズムが終了した場合は、最適解を保証
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主問題 部分問題

秘匿
パターン 拘束条件を

全て満たすか？

充足しない拘束条件の追加 No

Yes

最適秘匿
パターン



ただし、秘匿アルゴリズムが攻撃者の
手に渡るとマッチング攻撃が可能
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元テーブル

候補
テーブル

秘匿された
元テーブル

セル秘匿
アルゴリズム

秘匿された
候補テーブル

マッチング

秘匿セルの値を補完

秘匿パターンが再現できた候補テーブルの値のみが真の候補値！

決定的：
同じ入力には
同じ結果を出力



秘匿セルの候補値の列挙

• 秘匿セルの候補値ベクトルｘ は行計、列計に関
する線形の拘束条件を満たす

• 行列Aの零空間N(A)は

• Ax = bの解の集合Sは

20

Ax = b

N(A) = {y 2 Zn | Ay = 0}

S = {v + y | Av = b ^ y 2 N(A)}



例：秘匿セル候補値の列挙
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the di↵erence between any two solutions belongs to the null space N(A). Therefore,
any solution to the equation Ax = b can be expressed as the sum of a fixed solution
v and some element in N(A); that is, the set S of all solutions to Ax = b is defined
as follows.

S = {v + y | Av = b ^ y 2 N(A)}. (16)

Since the null space is represented by the linear combinations of independent vectors,
we can enumerate all possible solutions that satisfy the non-negative constraints in
(3) systematically.

Example 2 Suppose that we have a suppressed table in Table 1. There are four
suppressed cells whose cell variables are v1, v2, v3, and v4, respectively.

Table 1: An example of a suppressed table. Each suppressed cell i is represented by
a cell variable vi.

P1 P2 P3 P4 Sum
M1 15 15 12 10 52
M2 19 x1 13 x2 55
M3 8 8 11 14 41
M4 9 x3 26 x4 44
Sum 51 46 62 33 192

Then, the linear equations of the form Ax = b in (14) are represented as
2

664

1 1 0 0
0 0 1 1
1 0 1 0
0 1 0 1

3

775

2

664

x1

x2

x3

x4

3

775 =

2

664

23
9
23
9.

3

775 (17)

A vector v = [14, 9, 9, 0]T is a solution to equation (17) and the null space N(A) is
represented as

N(A) =

⇢
k

⇥
1 �1 �1 1

⇤T | k 2 Z
�

(18)

Since each variable takes a non-negative value, we represent the set S of all possible
combinations of cell values as

S =

⇢⇥
14 9 9 0

⇤T
+ k

⇥
1 �1 �1 1

⇤T | k 2 Z ^ 0  k  9

�
(19)

In this example, the dimension of the null space is 1, but, in general, the null space
is represented as a linear combination of multiple column vectors.
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解集合

零空間N(A)Ax=bの特定の解 （この例では１次元）



秘匿インターバルの絞り込み
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秘匿
インターバル

マッチング攻撃
による絞り込み

実効秘匿
インターバル

線形式を満たす候補値

秘匿パターンが一致した候補値



評価実験

• セル数: 16, 25, 36, 49の２次元の度数分布表をランダムに
各50個生成
– セル値は平均15,標準偏差10の正規分布から抽出

• セル秘匿アルゴリズムで２次秘匿テーブルを作成
– 度数しきい値: 5
– 秘匿インターバルのしきい値：8

• 同じセル秘匿アルゴリズムによるマッチング攻撃を実施

23

Q:マッチング攻撃で秘匿インターバルの条件が侵
害される一次秘匿セルの割合はどの程度か？



マッチング攻撃で安全要件（秘匿インター
バルの最小幅）が破られた１次秘匿セル数

24

表セル数 一次秘匿セ
ル数

安全でない
一次秘匿セル数

安全でない

一次秘匿セ
ルの割合

16
(4✕4)

104 48 46%

25
(5✕5)

170 117 69%

36
(6✕6)

230 190 83%

49
(7✕7)

271 226 83%



零空間の次元別の
安全でない１次秘匿セルの割合

• 零空間の次元が小さいほど、候補となるテー
ブルが少なく、秘匿インターバルの絞り込み
が大きい

25
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4.1. Setup309

We implement the matching attack in Algorithm 1 in the R language. The program consists of310

about 700 lines of code in total. Also, to implement the function solveCSP in that algorithm, We use our311

implementation of the program for solving CSP based on the technique of Benders decomposition [5]312

in the R language [7]. We prepare synthetic two-dimensional frequency tables for the experiments as313

follows. We prepare 50 square tables of the same size in terms of the number of cells. We vary the314

number of cells, 16, 25, 36, and 49. We set the value of each cell in those tables to a randomly drawn315

from a Gaussian distribution with the average 15 and the standard deviation 10. We choose a threshold316

for the minimum frequency to be 5 and choose a threshold d for the minimum width of the feasibility317

interval of every sensitive cell to be 8.318

We perform cell suppression on each synthetic table Ti using the CSP algorithm based on Benders319

decomposition and produce the secondary suppressed table T
0
i
. We next run the matching attack320

algorithm on T
0
i

with the same security parameters. We conduct our experiments on a Mac pro with321

the 3.5 GHz 6-Core Intel Xeon E55 processor and 64 GB main memory.322

4.2. Safety of primary suppressed cells323

We first evaluate how many primary suppressed cells in the test tables are unsafe; that is, the324

widths of their effective feasibility intervals are smaller than the minimum width of 8 in the case of our325

experiments. Table 2 shows the ratio of unsafe primary suppressed cells whose effective feasibility326

intervals becomes shorter than the width threshold. The ratio for each table size is computed by327

dividing the sum of unsafe primary suppressed cells by the sum of all primary suppressed cells in 50328

tables. The bar chart in Figure 6 displays the same results graphically. The results show that about 46%329

to 83% of primary suppressed cells violates the safety requirement in Definition 3. We observe that as330

the size of a table grows, the ratio of unsafe cells becomes higher.331

Table 2. The ratio of unsafe primary suppressed cells attacked by the matching algorithm. We count
the total sums of unsafe primary suppressed cells and primary suppressed cells in 50 different tables.

#Cells in a table
#Unsafe primary
suppressed cells

#Primary
suppressed cells

Ratio of
unsafe cells

16 48 104 0.46
25 117 170 0.69
36 190 230 0.83
49 226 271 0.83

We next examine how the ratio of unsafe cells depends on the dimension of the null space N(A)332

of the coefficient matrix A of a suppressed table in Section 3.2. Table 3 shows the ratios of unsafe cells333

by crossing tables with the dimensions of the null spaces and the number of cells in those tables. The334

results show that the lower the dimension of the null space is, the higher the risk of the table’s having335

unsafe cells.336

Table 3. The ratio of unsafe cells by crossing the dimension of the null space and table size

Dimension of the null space
#Cells in a table 1 2 3 4

16 0.83 0.42 0.17
25 1.00 0.71 0.57 0.83
36 1.00 0.87 0.78 0.82
49 0.81 0.89 0.73

Total 0.88 0.73 0.75 0.77

Figure 7 shows the number of candidate tables in dependence to the dimension of the null space337

of a suppressed table in box plot graph. We show the results for each size of tables. We see that338



絞り込まれた秘匿インターバルの分布
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are significant risks of revealing the exact values of sensitive cells under the presence of the matching347

attack.348

Table 4. The distribution of unsafe cells with respect to their widths of the effective feasibility intervals.

#Cells
in a table

Width of
an effective

feasibility interval
#Unsafe

cells

16
0 6
1 6
2 7
3 20
4 1
5 0
6 4
7 4

25
0 16
1 22
2 23
3 41
4 6
5 3
6 5
7 1

36
0 75
1 33
2 45
3 31
4 5
5 0
6 1
7 0

49
0 92
1 33
2 28
3 57
4 4
5 4
6 5
7 3

4.4. Efficiency of the attacks349

We evaluate how efficiency we can perform matching attacks. We measure the average latency350

of executing the matching attacks in Algorithm 1 on 50 different suppressed synthetic tables for each351

table size. We use the proc.time function in R. Table 5 shows the average latency for tables of varying352

number of cells from 16 to 36. We see that the average latency increases exponentially as the table size353

grows because the numbers of the combinations of candidate cell values grow exponentially and the354

CSP algorithm based on the Benders decomposition is an exponential-time algorithm in the worst case.355

However, we believe that the matching attack is feasible with many of the publicly published tables356

that contain only small number of suppressed cells.357

5. Related work358

To the best of our knowledge, there is no previous work on algorithmic attacks on optimally359

suppressed tabular data.360

However, several researchers [17,18] study the issue of algorithm-based attacks on anonymized361

microdata in the context of privacy-preserving data publishing. The standard safety metrics for362

anonymized microdata is k-anonymity [19] and its variants (e.g., [20,21]). The k-anonymity model363
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Figure 8. Distribution of the widths of effective feasibility intervals of primary suppressed cells.

Table 5. Latency of performing matching attacks. We take the average latency of 50 matching attacks
for each table size.

#Cells in a table Latency (Second)

16 1.412
25 102.2
36 538.9

classifies tuple attributes into three categories: identifiers, quasi-identifiers (QIDs), and sensitive364

attributes, and defines the notion of equivalence class where all tuples in the same class possess the365

same set of values for the QIDs. The metrics of k-anonymity is syntactic in the sense that it requires that366

the size of every equivalence class is greater than a given threshold k. Many k-anonymity algorithms[22–367

26] are designed to achieve this property by generalizing values in QIDs while minimizing information368

loss.369

Wong et al [17] observes that most anonymization algorithms adopt the minimality principle to370

minimize information loss based on some criteria, and shows that sensitive information could be371

revealed from anonymized data based on l-diversity if an adversary knows that the algorithm divides372

tuples into equivalence classes depending on the values of sensitive attributes. They also propose373

the primary metrics m-confidentiality that guarantees that an adversary who additionally possesses374

the knowledge on the anonymization algorithm cannot have confidence of more than 1/m on an375

individual’s sensitive attribute value.376

Although the concept of m-confidentiality is similar to safety conditions on feasibility intervals,377

which are extended to support continuous or ordered values, there is no efficient and systematic way378

of solving the inverse problem to verify the conditions of m-confidentiality. It is in general necessary379

to execute the anonymization algorithm with all possible instances of input microdata. On the other380

hand, our contribution in this paper is to show experimentally that it is possible to eliminate a large381

portion of possible candidate tables that could be an input to the CSP algorithm by conducting the382

matching test.383

Jin et al [18], who are also motivated by the issue of information disclosure from l-diversified384

anonymized data, establishes the requirements for algorithm-safe anonymization. The algorithm-safe385



まとめ

• 統計開示抑制は出力プライバシー保護を目的とする
• 統計量が特定の入力に依存しないことを目指す安全性
ルールに経験的に定めている
– 最小度数ルール、占有性ルール

• 「決定論的」なセル秘匿処理には秘匿パターンの再現性
確認によるマッチング攻撃が存在
– 実証実験では現実的な脅威であることを確認

• 今後の方向性
Ø秘匿処理への確率的なランダム性の導入

• ノイズ付加、ランダムサンプリング等
Ø攻撃者に関する仮定の緩和

• 例：９人の共謀は不可能



自分以外のデータ提供者が全員共謀している場合
に入力データの機密性を保証する安全性指標は？

Sum関数
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