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Statistical Privacy Protection of Location Trajectories

Kazuhiro Minami

Institute of the Statistical Mathemetics

Nowadays, trajectory location data, which is collected from peoples’ smart phones,
can be used for various analytic purposes, such as traffic monitoring, urban city plan-
ning. However, due to significant concern about location privacy, location data must be
anonymized properly before making it available for secondary usage. Unfortunately, tra-
jectory location data is inherently difficult to anonymize due to its high-dimensionality.
Furthermore, we need to take additional measures to prevent inference attacks exploiting
strong temporal and spatial correlations among data points. In this article, we present a
technique of dynamically pseudonyms that devides a location trace into multiple segments
and describe a state-space model to evaluate the safety of anonymized location data.

Key words: Location privacy, anonymization, Markov chain, state space model.



