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Improvement of Risk Assessment Process
through Hierarchical Holographic Modeling Method

—A Practice in IT-security Policy Construction Project—

Toshikazu Shimodaira! and Hua Xu?

Hnterdisciplinary Graduate School of Science and Engineering, Tokyo Institute of Technology
2@Graduate School of Business Sciences, University of Tsukuba

Risk management has traditionally been performed for a special field of business
through a specified method to the field. Moreover, performance of risk management de-
pends very much on the people involved in the program. In order to overcome these
drawbacks, we introduce a holistic approach called the Hierarchical Holographic Mod-
eling (HHM) method to the risk assessment process. This method is a comprehensively
recognized method for the identification of risk scenarios of a complex large-scale system.

In this paper, the HHM method is applied to a practical IT-system security man-
agement project, and a systematic procedure is proposed for the risk assessment process.
As a result, HHM structural models are constructed, and a number of risk scenarios in
the I'T-system security problem are identified. The analytic aspects of the risk scenarios
are also studied by using a risk ranking and filtering (RRF) method. Moreover, several
issues in the application of the HHM method are discussed, and a series of measures are
proposed that are believed to be useful for the effective use of the HHM method in the
risk assessment process.

Key words: Risk assessment, Hierarchical Holographic Modeling, IT-system security.



